BAO DAM AN TOAN THONG TIN
trongfchuyentdoilso

B Quynh Nhw .
S¢ Thong tin va Truyén thong Nghé An

“Dam bao an toan, an ninh mang la then chét dé chuyén déi s6 thanh
cdng va bén ving, déng thai 13 phan xuyén sudt, khdng thé tach réi cla
chuyén déi s6. Moi thiét bj, san phdm, phdn mém, hé théng théng tin, du
an dau tu vé cong nghé thong tin déu c6 cdu phan bat bugc vé an toan,
an ninh mang ngay ttr khi thiét k&” (Chién lugc Chuyén déi s6 Quéc gia).
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1. Bao dam an toan, an ninh thong tin - vin
dé then chot trong chuyén déi so

Trong xu hudng chung cta ca nudc, Ngh¢ An
xéc dinh chuyén d6i s6 14 nhu cau tat yéu dé phat
trién kinh té - x hi trén dia ban tinh. Muyc tiéu
trong tam cua cong cudc chuyén doi sb trén dia
ban tinh trong thoi gian t6i 1a phat trién ha tang
s6, co s6 dit liéu sd, tao nén tang phat trién chinh
quyén sd, kinh té sd, huéng dén xa hoi sb; gan
qua trinh chuyén d6i s6 véi cai cach hanh chinh
nham nang cao chit lugng, hi¢u luc, hiéu qua
quéan 1y nha nude va chat lwong cung cip dich vu
cong ctia chinh quyén cac cap; phan dau ludn gitr
vi tri thudc nhom 30 tinh, thanh phé c6 chi sb cao
vé Chinh phu sd, gop phan thic dy phét trién
kinh té - x4 hoi, bao dam qudc phong - an ninh.

Pé thyc hién thanh cong chuyén doi sb, bén
canh viéc dam bao nguén luc dau tu co s& vat
chét, dao tao nhan lyc... thi mot thach thirc 16n
do6 1a viéc dam bao an toan an ninh thong tin trén
moi trudng mang.

Theo thong tin tir B Thong tin va Truyén
thong, trén thé gidi méi chi cé khoang 60% céc
du 4n phat trién phan mém ap dung quy trinh phat
trién danh gia an toan thong tin (ATTT) trudc khi
van hanh. Tai Viét Nam, con sd nay con thép hon
rat nhiéu. Vi vay, van con ton tai rat nhiéu 1i lap
trinh gdy mat ATTT nghiém trong. Néu nhiing
phan mém nay 13 cac nén tang sb qudc gia thi hau
qué s& rat nghiém trong.

Tai Viét Nam, theo théng ké tir B6 Thong tin
va Truyén thong, tinh d&én cudi thang 10/2022, da
¢6 hon 10.300 cudc tan cong mang vao cac hé
thng thong tin tai Viét Nam, ting hon 40% so
v6i cung ky nam 2021 va hon gép d6i so véi ndm
2020. Trung binh mdi ngay, cac hé thong thong
tin trong nudc phai himg chiu hon 33 su ¢6 vé an
ninh thong tin. Nhiéu dot tn cong nhim vao cac
hé thong thong tin qudc gia, phat tan thong tin sai
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su that dé lira dao, chiém doat tai san. Cac
thiét bi d& bi tan cong nhat thuong 1a dién
thoai di dong, thiét bi IoT.

Tinh dén cudi thang 10/2022, B Cong an
da khoi to gﬁn 500 vu an va hon 1.000 bi can
lién quan céc loai o1 pham stir dung cong nghé
cao, bang con sd cua ca nam 2020, ting gan
50% so voi cung ky nam 2021; s6 nan nhan
1én dén hang chuc nghin va thiét hai kinh té
hang tram ty.

Thuc té cho théy, hién nay ¢ nudc ta da )
cic thiét bj c4 nhan nhu dién thoai thong
minh, PC, laptop, may tinh bang... déu chua
duoc cai phén mém bao vé. Tham chi cac
camera chua dugc danh gid an toan thong tin
va cai phdn mém bao mat ciing gdy 1o ri, 10
lot hinh anh riéng tu trén mang. Trung binh
hang nam, mdi nguoi dung trén toan cau gip
phai tir 3-4 cudc tAn cong mang.

Co6 thé thay cac nguy co mat ATTT trudc
yéu cau chuyén doi sb 1a thach thtc khong
nho ddi véi cac co quan, td chuc, doanh
nghiép. Khong kho dé bt gip thong tin vé cac
cudc thn cong mang, danh cép dir liéu duoc
dang tai trén cac phuong tién truyén thong voi
mat do phu séng day dic. Nhimg lo ngai vé
viéc bdo mat dir li€u, bao dam ATTT trude yéu
cau chuyén d6i sb khong chi con 1a ndi lo cua
riéng cac nha chuc trach, ma con cia doanh
nghiép, nguoi dan. Vi vay, cang y thirc cao vé
su khong an toan thi nguoi dung s€ cang an
toan hon. Noi cach khac, chi khi dam bao duogc
an toan, an ninh thong tin trén moi truong
mang thi cong cudc chuyén déi sé méi co thé
duoc dién ra toan dién va bén ving.

2. Viéc tang cwong bao dam an toan an
ninh thong tin trén dia ban tinh Nghé An

Nhan thirc rd viéc dam bao an toan an ninh
thong tin 1a mot trong nhing van dé then chét
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trong chuyén ddi sd, trong nhitg nim qua, song song
v6i viée xay dung phat trién chinh quyén, xa hoi tinh
theo hudng s6 hoa. Trong nhiing nim vira qua, tinh
Nghé An da quan tdm, chi dao thuc hién nhiéu hoat
dong tur kién toan, xay dung by may, dao tao nhan lyc
dén ung dung cac giai phap k¥ thuat nham bao dam
cong tac bao dam an toan thong tin trén dia ban.

S¢ Thong tin va Truyén thong 1a don vi chuyén
trach vé ATTT trén dia ban tinh da thuc hién tham muu
kién toan Ban chi dao xdy dung Chinh quyén dién tir
tinh Nghé An; xay dung Trung tim giam sat, diéu
hanh, an toan, an ninh mang (SOC) cua tinh. Trung
tam Cong nghé thong tin va Truyén thong thudc S&
Thong tin va Truyén thong da thuc hién gidm sat truc
tiép d6i v4i hé thdng thong tin dung chung cua tinh
nhu: phan mém quan 1y vin ban va diéu hanh; truc lién
thong gri nhan van ban dién tir 4 cp; mang truyén sd
liéu chuyén dung; hé thong co so dir liéu qudc gia vé
khiéu nai, td céo.

Trong giai doan 2016-2022, hoat dong truyén thong
vé dam bao an toan an ninh mang da duoc trién khai
tich cuc. Bén canh viéc phat hanh nhiéu tai lidu tuyén
truyén; chi dao cac co h¢ thong thong tin ting cuong
truyén thong, S¢ Thong tin va Truyén thong d to chirc

F

Giam sat hé théng théng tin tinh Nghé An tai VNPT
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nhiéu 16p dao tao, tap huin kién thirc
chuyén sau vé ATTT cho can b chuyén
trach cong nghé thong tin cua céc so,
nganh, dia phuong; cac 16p dao tao kién
thirc co ban vé ATTT cho cén bo cong
chire v6i s6 lugng 1én dén hang nghin
luot ddo tao; thuc hién dién tap ung ciru
su ¢6 cong nghé thong tin va ATTT hang
nim. Py 1a ngudn nhén lyc dé sin sang
cho hoat dong bao dam an toan an ninh
thong tin cho cac dia phuong, don vi.
Nhitng hoat dong Ung dung cong
nghé dé bao dam ANTT trén dja ban tinh
da duoc trién khai va thu duoc hiéu qua
t6t phai ké dén 1a: Pia chi IP va tén mién
cua cac co quan, don vi trong tinh (bao
gém 42 dia chi IP, 148 tén mién (Do-
main) da dugc két ndi Trung tim Gidm
sat an toan khong gian mang Qudc gia
truc thuoc Cuc An toan thong tin, Bo
Thoéng tin va Truyén thong thuc hién
giam sat, canh bao kip thoi khi co su ¢b
vé an toan, an ninh thong tin. Cong
Thong tin dién tir ctia tinh cling dugc phdi hop
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v6i Cuc Tin hoc nghi¢p vu (H49), B6o Cong An va
Trung tam Ung ctu khan cap sy cd may tinh Viét
Nam VNCERT (nay 1a VNCERT/CC) dé luén dam
bao hé théng luén dugc van hanh an toan. Ngoai ra,
Nghé An ciing da thyc hién diy manh dau tu thué
cac thiét bi, cong cu bao dam an toan an ninh thong
tin cho hé thong sb hoa cua cac dia phuong trén dia
ban tinh nhu: hé thdng phong chéng virus tap trung
cua tinh tir nam 2019 tiép tuc dugc duy tri; thuong
xuyén két nbi voi cac doanh nghiép nhiéu kinh
nghiém (VNPT, Viettel, BKAV, CyRada...) dé thuc
hién kiém tra, danh gia dinh ky cac hé thong thong
tin tinh Ngh¢ An.

Bén canh do, cac co quan chuc nang cling da co
su phéi hop chit ché trong hoat dong kiém tra, xir 1y
d6i v6i cac hanh vi vi pham trén méi trudng mang
nham phong ngira téi da cac hién tuong dang tai
thong tin gid mao, gid mao trang thong tin dién tu
clia co quan nha nudc, to chirc, doanh nghiép khac. ..
hodc cac hanh vi loi dung méi trudng mang dé thuc
hién cac t6i pham khac nhu lira dao chiém doat tai
san, xic pham danh dy ca nhan, uy tin cta to chuec. ..

Do dugc trién khai kha dong bo nhiing giai phap
bao ddm ATTT trén dia ban tinh trong thoi gian qua
co ban dugc dam bao. Tuy nhién, theo cac chuyén
gia, van d& ATTT trén khong gian mang van tiém an
nhiéu rui ro. Vi vay, tinh Nghé An di xay dung ké
hoach s& tiép tuc ting cuong thuc hién cac giai phap
dam bdo an toan an ninh thong tin trong thoi gian
t4i. Theo d6 cac bién phap dugc chu trong gdm: Ra
soat, kién toan cac quy ché, quy trinh vé quan 1y, bao
dam ATTT mang tai cac co quan, don vi; Bao dam
an toan, an ninh mang theo mé hinh 4 16p théng nhat
trén pham vi toan tinh; Trién khai, phat trién Trung
tam Diéu hanh an toan, an ninh mang (SOC) tinh
Ngh¢ An; Tang cuong xay dung doi ngii chuyén gia
an toan, an ninh mang dé kip thoi theo ddi, phong
ngura, ngan chan, phéi hop xu 1y, khic phuc cac su
¢ vé an toan, an ninh mang va toi pham st dung

SO 1/2023

cong ngh¢ cao. Nang cao nang luc Doi
g ctru sy ¢b mang, may tinh tinh Nghé
An, co quan thuong truc Poi ing ctru ca
vé ning luc chuyén mon va hé thong
trang thiét bi chuyén ding; Quan tam
dau tu trang thiét bi, phuong tién khoa
hoc k¥ thuat dé chu dong phong ngra,
ung pho voi cac nguy co, tac dong ti€u
cuc cua qua trinh chuyén d6i sb; Bao
dam an toan, an ninh mang, bao vé dir
liéu ca nhan trong chuyén d6i s6, gop
phan thac day hoat dong trén moi trudng
s6; Tang cuong quan 1y an ninh mang,
bao mat thong tin va an toan dir liu;
Phong chéng hiéu qua cac hoat dong phé
hoai, tham nhap hé¢ théng quan ly, diéu
hanh chinh quyén dién tir; Tham gia chia
sé dit liéu quan 1y cong dan trong mot s6
linh vyc cong truc tuyén nhu: dinh danh
dién tur, luu trit va truy xuat thong tin
nguoi dan.

C6 thé thay, chuyén ddi s6 khong chi
la hoat dong cua co quan nha nudc ma
né dang dién ra trong ting doanh
nghiép, ca nhan. Piéu d6 ciing dong
nghia v&i viée nguy co mét an toan, an
ninh thong tin trén moi truong mang
cling ton tai va dién ra sdu rong néu
khong dugc canh bdo va phong ngua
som. Vi vay, bén canh nhiing nd luc cia
chinh quyén dé xdy dung ngudn nhéin
luc, vat lyc thi vi¢c tang cudong cong tac
thong tin tuyén truyén, hudng dan ngudi
dan nang cao nhan thic ty bao vé trén
moi trudng s6, tuan thi cic quy dinh
phap luat vé ATTT ciing 1a mot giai phéap
duoc co quan chuyén mon dé xuét ddy
manh thuc hién trén dia ban tinh trong
thoi gian toi./.
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_ CANH BAQ 8 THU BOAN _
LA DAO CHIEM BOAT TAI SAN

QUA MANG \

CANH BAO 8 THU DOAN CAC POl TUONG THUONG LUA DAO QUA MANG

1. Gid mao cdc frang thong fin dién #r co quan, doanh nghiép (bdo hiém xa hdi, ngan hang..)
danh cdp, chiém dogt thong tin A& liéu ca nhan cla ngudi dang nhdp; hodic thiét 1ap cdc tram
BTS vién théng gid mao dé phat tén tin nhén thuong higu (SMS Branname) c0a cdc ngan hang
dé danh cdp thang fin, di khodn ngudi dung sau dé thyc hién hanh vi chiém doat tai san.

2. Théng qua hoat dong cba cdc sdn déu tu ching khodn quéc 18, giao dich vang, ngoqi
h&i, quyén chon nhi phan (BO), giao dich tién do, dy an bat dong san... hodc hoat dong kinh
doanh da cdp frai phép qua mang dé quang cdo, 16i kéo s6 luong |6n ngudi tham gia déu tu,
kinh doanh nhdm muyc dich Ita ddo chiém dogt sé tién cia ngudi tham gia.

3. Pang fin fuyén cdng tdc vién ban hang online frén cdc trang mang xa hoi dé chiém doat
sG tién tam 0ng hodc thanh todn don hang.

4. SU dyng nhiéu thu doan khac nhau dé chiém quyén diéu khién tai khoan mang xa hoi,
sau d6, nhan tin lba ddo dén danh sdch ban bé cla ngudi bi hai; hodc chiém dogt quyén si
dung SIM dién thoqi bang céch goi dién tu van chuyén ddi hodic nang cédp SIM dién thogi sang
mang 4G mién phi, t d6 chiém doat mat khdu tai khodn ngan hang, vi dién 1, tai khoan mang
x@ hoi dé thyc hién hanh vi chiém doat tdi san.

5. Gia danh co quan céng an, vién kiém sat, téa an goi dién qua giao thuc VolP @& ham doa
bi hai ¢6 lién quan dé&n cac w 6n dang diéu tra, yau cdu bi hai chuyén tién dén cdc tai khodn
do cdc déi tuong chi dinh hodic yéu cdu cung cdp ma OTP dé xdc thyc chuyén fién dé kiém trq,
xdc minh sau dé chiém doat.

6. Théng qua hogt dong thuong mai dién tir dé rao ban hang gid, hang nhdi.

7. SG dung théng fin frén CCCD dé dang ky ma s& thué do hodc dé vay fién cdc 16 choc fin
dung trén mang xa hoi véi li sudt “cat cd” hodc sir dung thang tin dé thyc hién hanh vi lira déo
chiém doaqt tai san.

8. ThU doan c& y chuyén nhdm tién vao tai khodn ngan hang dé lba ddo: cac d6ituong c6 y
chuyén nhdm mét khodn tién véo tdi khoan cda bi hai, réi gia danh I ngudi thu héi ng, yéu cdu
ngudi nhan trd lqi s& tién kia nhu mat khodn vay véi lai sudt “cét ¢6”./.

(Nguén: Bdo dién trBdng cdng sdn VN htips://dangcongsan.viv/)
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